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HHCTPYKLOUA
HNOT-020-2026 C
1o odecnevyeHu0 HHPOPMALNOHHOI 0€30NACHOCTH MPHU MCNO0Jb30BaHuM ceTH « UHTepHeT)
00y4arouuxcs

KomnbioTepHslit BUPYC - 3TO pa3HOBUAHOCTh KOMIBIOTEPHBIX MPOrPaMM, OTIMUYUTETHHON
0COOEHHOCTBIO KOTOPOH SIBISIETCS CLIOCOOHOCTh K Pa3MHOXKEHHIO. B 0noIHeHre K 3TOMY, BUPYChI MOTYT
MOBPEIUTH WM OJHOCTHIO YHUUTOXKUTD Bee (hailiibl U TaHHBIE, TOJIKOHTPOJIbHbBIE TOJIB30BATEINI0, OT
MMEHH KOTOPOro Obliia 3amyllieHa 3apaXeHHas IporpaMMa, a TaKKe MOBPEANUTh WITH JJaXKe YHUUTOXKUTh
OTIEpAIMOHHYI0 CUCTEMY CO BceMU (hailiiamu B LieJI0M. B G0IbIIMHCTBE CilydaeB paclpOCTPAHSIOTCS
BHUPYCHI UEPE3 UHTEPHET.

MeTo/1b1 3a1IUTHI OT BPEJOHOCHBIX MPOTrpamMM:
1. Mcnionp3yii COBpEMEHHBIE ONEPALIUOHHBIE CUCTEMBI, UMEIOLINE CEPLE3HBII YPOBEHD 3aIUTHI OT
BPEJOHOCHBIX ITPOTPAMM;
2. [TocTostHHO ycTaHaBIMBal NaTyd (U(PPOBBIE 3aIUIATKH, KOTOPbIE aBTOMAaTHUYECKH YCTaHABIMBAIOTCS C
LIETBI0 TIOPaOOTKU MPOTPAaMMBI) U Ipyrue 0OHOBIIEHUS CBOCH ONEpaIlMOHHON cucTeMbl. CkaunBail ux
TOJILKO ¢ oumansHoro caiira paspadorunka OC. Ecnu cyiiecTByeT pexxuM aBTOMaTH4YECKOT0
OOHOBJICHUSI, BKJIIOYH €T0;
3. Pabotaii Ha cBoeM KOMIIbIOTEpE 10/1 IPaBaMU MOJIb30BATENs, @ HE aIMUHUCTPAaTOpa. DTO HE MO3BOJIUT
OO0JIBIIMHCTBY BPEJOHOCHBIX MPOTpaMM MHCTAUIMPOBATHCS HA TBOEM [IEPCOHATBHOM KOMIIBIOTEPE;
4. Vcnionb3yli aHTUBUPYCHBIE IPOIPAMMHBIE TPOYKThI U3BECTHBIX IIPOU3BOJUTEINIEH, C aBTOMAaTHUYECKUM
00HOBJIEHHEM 0a3;
5. Orpanunub (pU3NYECKUNA JOCTYH K KOMITBIOTEPY JUIsl TOCTOPOHHUX JIMIL;
6. Mcrionb3yit BHENTHIE HOCUTENM HH(pOpMAIiK, Takue Kak (Iemka, IUCK Win (ailsl 13 HHTepHeTa,
TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;
7. He oTkpbiBail KOMIbIOTEPHBIE (Daiiiibl, HOTyUYEHHBIE U3 HEHAAEKHBIX UCTOYHHUKOB. [laxe Te ¢aiinsbl,
KOTOpBIE MpHCIIai TBOM 3HAaKOMBIi. Jlydille yTouHM y HET0, OTIIPABIISUI JIH OH Te0e HX.

Cetn WI-FI
Wi-Fi - 310 He BU nepenayu TaHHBIX, HE TEXHOJIOTHS, a BCEro JINIIb OpeHa, Mapka. Eme B 1991 roxy
HUJepiaHacKas koMmnanus 3apeructpuponana o6penn "WECA", uto 06003Ha4ano cioBocoueTaHue
"Wireless Fidelity", koTopsrif mepeBoanTCs Kak "OecrpoBoIHAs TOYHOCTH".
Jlo Hariero BpeMeHHU Joluia apyras abopeBuarypa, KoTopas SBIsSETCs TaKOU e TeXHOJIOruei. 1o
ab0peBuatypa "Wi-Fi". Takoe Ha3BaHHe OBLIO JAHO C HAMEKOM Ha CTaHAPT BBICIICH 3BYKOBOW TEXHUKH
Hi-Fi, uyTo B mepeBojie 03HayaeT "BhICOKAsi TOYHOCTH'".
Ja, GecruiaTHBIM HHTEPHET-IO0CTYII B Kae, OTEIAX U adPONopTax SBIISETCS OTIMIHON BO3MOKHOCTHIO
BBbIX0/1a B MUHTEpHET. HOo MHOTHE SKCIePThl CYUTAIOT, yTO 0o0menocTynubie Wi-Fi cetu He sSBIstoTCS
0e30macHBIMHU.
CogeTsl 110 0€30nacHOCTH paboTHI B 00IIEIOCTYIHBIX ceTax Wi-fi:
1. He nepenasaii cBoro mnuHyto nHpopManuto yepes oomenocrynasie Wi-Fi cetu. Paboras B Hux,
JKeJlaTeIbHO HE BBOJAUTH MAPOJIH JOCTYTIA, JOTHHBI U KaKHe-TO HOMEpa;



2. Micnionb3yii 1 0OHOBIIAN aHTUBUPYCHBIE TPOrpaMMbl U Opanamayep. TeM caMbIM Thl 00€30MacHIlb
ce0st OT 3aKayKu BUpYyca Ha TBOE YCTPOUCTBO;
3. Ilpu ucnonszoBanuu Wi-Fi otkmoun ¢pynkuuro "OOmuit foctyn k ¢aiinam u npunrepam”. [lannas
(GyHKIUS 3aKphITa [0 YMOJIYaHHIO, OJHAKO HEKOTOPHIE MOJIb30BATEIN AKTUBUPYIOT €€ [ y00CTBa
UCIOJIb30BaHUS B paboTe WK yuebe;
4. He ucnionw3yii myommunbiii WI-FI s nepegaun mTudHBIX JaHHBIX, HAIPUMED TSI BRIXOAA B
COLIMAJIbHBIE CETH UJIU B 3JIEKTPOHHYIO MOYTY;
5. Ucnonw3yit Tonpko 3ammuiiennoe coenunenne uepes HTTPS, a ue HTTP, T.e. nmpu HaGope BeG-aapeca
BBOJM UMEHHO "https://";
6. B moOunsHOM Tenedone otkimtoun pyukiuio "llonkmouenne k Wi-Fi aBromatudecku". He momyckait
aBTOMATHYECKOTO MOJIKII0UEHHs yCTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero cornacus.
ConuanbHble ceTH

CounanbHble CeTH aKTUBHO BXOJIAT B HAIIly KU3Hb, MHOTHE JIFOAU PA0OTAIOT U KHUBYT TaM
MOCTOSIHHO. MHOTHE MOJIb30BaTeNId HE IOHUMAIOT, YTO UH(OpMaIUsl, pa3MeIIeHHas MU B COLIUATIbHBIX
CeTsX, MOKET OBbITh Hal/IeHa U HCII0JIb30BaHa KEM YTOJHO, B TOM YHCIIE HEe 0053aTeNIbHO ¢ OJarumMu
HaMEpEeHUSIMH.

OcCHOBHBIE COBETHI IO OE30MACHOCTH B COLIUAIBHBIX CETAX:
1. Orpannyb ciucok Apy3el. Y 1e0s B Ipy3bsX HE JOIKHO ObITh CIy4allHbIX U HE3HAKOMBIX JIHOZEH;
2. 3amuiail cBoro YacTHYIO >ku3Hb. He yka3piBaii mapoiu, TenedoHsl, ajapeca, 1aTy TBOETO POXKACHUS U
JIPYTYIO JUUHYI0 HHPOPMALUIO. 370YMBIIUIEHHUKH MOTYT UCIOJIb30BaTh J1aXe HHPOPMAIIUIO O TOM, KaK
Thbl ¥ TBOU POJUTENIN IUIAHUPYETE IPOBECTU KAHUKYJIBI;
3. 3amuimaii CBOI PermyTalrIo - IEP’KH €€ B YUCTOTE | 3a7aBail cede BOIPOC: XOTe OBl ThI, YTOOBI
JpyTHUe M0JIb30BaTeNU BUJIENHU, UTO Thl 3arpyskaes? [logymaii, npexse 4eM 4To-To onyOIMKOBaTh,
HamucaTh U 3arpy3HThb;
4. Ecnu Tbl TOBOPHILB C JIFOJABMU, KOTOPBIX HE 3HACILIb, HE UCIIOJIb3YH CBOE PEaIbHOE UMS U IPYTYIO
JUYHYI0 HTHPOPMALIMH: UMsI, MECTO JKUTEJIbCTBA, MECTO yueObl U MPOUEE;
5. N36eraii pa3menienus ¢pororpaduii B IuTepHere, rae Thl M1300paXxeH Ha MECTHOCTH, IO KOTOPOH
MO>KHO OIPEIETUTh TBOE MECTOIOJIOKEHNUE;
6. Ilpu perucrpanuu B conMaibHON ceTH He0OOXOAMMO UCIIOIB30BATh CI0XKHBIE APOJIU, COCTOSIIUE U3
OyKkB 1 LIU(p U ¢ KOJIMYECTBOM 3HAKOB HE MEHEE §;
7. [Ans conManabHOM ceTH, MOYTHI M IPYTUX CAaHTOB HEOOXOIMMO UCIONIb30BaTh pa3Hble napoiu. Toraa
eciu Te0s1 B3JIOMAIOT, TO 3JI0yMBIIIJICHHUKHY TIOTyYaT JOCTYI TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHBIE JeHbI' U

DONEeKTPOHHBIE IEHBIU - 3TO OYEHb YAOOHBIN CIOCO0 IIaTekel, OJJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.
DNEeKTPOHHBIE JEHBIY MOSIBUJINCH COBCEM HEJJABHO U IMEHHO M3-3a 3TOT0 BO MHOTHX rOCYAapcTBax J10
CHUX IOp HE MPOMKCAHO NP0 HUX B 3aKOHAX.
B Poccun sxe oHM (pyHKIMOHUPYIOT M O HUX YK€ IPOIUCAHO B 3aKOHE, TJ€ X Pa3AesaioT Ha HECKOJIBKO
BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HKIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peniacrcs
MIPOBOJIUTH OTepariu 0€3 HACHTU(UKAIIUH [TOJIH30BATENs, & B HEAHOHUMHBIX HJCHTU(UKAIIUSL
MI0JIb30BATEs SABISETCS 0053aTENbHOM.
Taxxe cneayeT pa3nuyarh NEKTPOHHbIE (PMATHBIE AEHBIU (pPaBHBI TOCYAAPCTBEHHBIM BAJIOTaM) U
3JIEKTPOHHbBIE HE(pUaTHBIE IEHbIY (HE PAaBHBI FOCYIaPCTBEHHBIM BAJIIOTaM).
OcHOBHBIE COBETHI IO OE30MACHOI paboTe ¢ NEKTPOHHBIMH JICHbIaMH:
1. IlpuBsixku K cueTy MOOMIIBbHBIN Teste(hoH. DTO camblil yA0OHBIHM 1 ObICTPBIN C1OCOO BOCCTAHOBUTH
nocTymn K cuety. [IpuBsizaHHBIN TenedOH MOMOXKET, eCiiu 320y 1elh CBOU IJIATS)KHBIA MapOJIh WIN
3aiiJienb Ha CalT C HE3HAKOMOTI'O YCTPONCTBA;
2. Vcnonb3yii ogHopasoBbie napodu. [locie nepexosa Ha yCUICHHYIO aBTOPU3ALIMIO TeOe yxe He OyaeT
YTPOKaTh ONACHOCTH KPaXKM MJIU IepexBaTa IJIaTeKHOTO MapoJLs;
3. BriOepu cioxusiil maposs. [Ipectynaukam OyAeT HE MPOCTO yraiarh CI0KHBIN napoib. HagexxHbie
HapoJI - 3TO MapOJIH, KOTOPbIE COJIEpXkKAT HE MEHEee 8 3HAKOB U BKJIKOYAIOT B ce0s1 CTPOYHBIC U
MIPONKCHBIE OYKBBI, IU(PHI K HECKOIBKO CHMBOJIOB, TAKME KaK 3HAK JI0JUIapa, (PyHTa, BOCKIMIIATEIbHBINA
3HaK U T.11. Hampumep, $tROng!;;
4. He BBOAM CBOM JINYHBIE JAaHHBIE HAa caliTaX, KOTOPBIM HE JOBEPSEIIb.



DJIEKTPOHHAsI TOYTA
DNEeKTPOHHAs MOYTa - ATO TEXHOJIOTHS U MIPEIOCTABIIIEMBIE €10 YCIIYTH IO MEePECHIIKE U
MOJTYYSHMIO JIEKTPOHHBIX COOOIEHH, KOTOPbIE paclpeeNaioTCs B KOMITbIOTEPHOH ceTH. OObIYHO
ANEKTPOHHBIN OYTOBBIN SIMIMK BBINVISIUT CIEAYIOMNUM 00pa3oM: UMsI_IOJIb30BaTEIS(@UMS_JIOMEHA.
Taxoke KpoMme nepeaun IpoCTOro TeKCTa, UMEETCsi BO3SMOXKHOCTD IepeaBaTh (haiibl.
OCHOBHBIE COBETHI 10 6€30MaCHON padOoTe C ANEKTPOHHON MOYTOM:
1. Hayio BbIOpaTh MpaBUIILHBIN TOYTOBBIN cepBHC. B MHTEpHETE €cTh OIrpOMHBIH BEIOOp OeCIIaTHBIX
MTOYTOBBIX CEPBUCOB, OJJHAKO JIyUIlle JOBEPATh TEM, KOTO 3HACIIb U KTO MEPBBIN B pEUTHHTE;
2. He yka3bIBail B 1MuHOMN nouTe JIM4YHYyI0 HHpopmaruto. Hampumep, sydrie BoIOpaTh
"My3bIKanbHbIN _paHaT@" win "pok2013" BmecTo "Temal3";
3. Mcnonp3y# ABYX3TaIllHY0 aBTOPU3aLMI0. JTO KOrAa IOMUMO MapoJis HY’KHO BBOAUTH KO/,
npucbUIaeMbiit o SMS;
4. Boibepu cioxHbBIN Taposib. s KaXa0ro MOYTOBOTO AIUKA JOJKEH OBITh CBOM HAJICKHBIH,
YCTOMYMBBIN K B3JIOMY I1apOJIb;
5. Ecin ecTh BO3MOXHOCTh HallMCcaTh CaMOMY CBOM JINYHBIN BONPOC, UCIOJIBb3YH 3TY BO3MOKHOCTb;
6. Mcnonp3yii HECKOJIBKO MTOYTOBBIX SIIMKOB. 1IepBBIii 1711 4aCTHOW MEPENUCKH C apecaTaMu, KOTOPbIM
ThI IOBEpsCLIb. ITO NEKTPOHHBIN aJipec He HaJ0 MCI0JIb30BaTh IIPH PETUCTpalMU Ha (popymax u
caiiTax;
7. He oTkpbIBaii (hailnbl U Apyrue BIOKEHHUS B MUCbMAX, AK€ €CIIU OHH MPUIIUIA OT TBOUX JpY3eil.
Jlyuyiie yTOYHH y HUX, OTIIPABIISIIN JIK OHU TeOe 3TU (ailibl;
8. ITocyie okoHUaHUs pabOTHI HA TOYTOBOM CEPBHCE MEpPe/l 3aKPHITUEM BKIIAJIKHU C CaliTOM He 3a0yab
HaxxaTh Ha "Berittu".
Ku0epOyJuIMHT MM BUPTYAJIbHOE H3/1€BATEIbCTBO
KubepOynnunr - mpecienoBanue cooOMEHUIMH, COACPKAITUMU OCKOPOJIEHHUS, arpeCCHIo,
3aIyTUBaHKE; XYJIMTaHCTBO; COLIMATIbHOE OOMKOTUPOBAHHE C IIOMOUIBIO Pa3IMYHBIX HHTEPHET-CEPBUCOB.
OcHOBHBIE COBETHI 0 OOPHOE ¢ KNOEPOYIITUHIOM:
1. He 6pocaiics B 60i. Jlyumuit cioco0: mOcOBETOBATHCS KakK ce0sl BECTH U, €CITU HET TOTO, K KOMY
MO>KHO OOpaTUThCS, TO BHaYaJle YCIIOKOUThCS. ECiM Thl HauHeIb 0TBeYaTh OCKOPOJIEHUSIMU Ha
OCKOpPOJIEHUS, TO TOJBKO elle 00JbIlIe pa30kkKellb KOH(IUKT;
2. Ypasnsii cBoell kubeppemnyTaiuei;
3. AHOHUMHOCTb B ceTH MHUMas. CyIeCTBYIOT CIIOCOOBI BBIICHUTD, KTO CTOUT 3@ aHOHUMHBIM
aKKayHTOM;
4. He cTouT BecTH XyJIUTaHCKUI 00pa3 BUPTyalbHOM Ku3HU. THTepHET pUKCHUpyeT BCe TBOU ACUCTBUS U
COXpaHsIeT uX. Y JaJluTh UX OyJeT KpailHe 3aTpyIHUTENIbHO;
5. Cobmrofaii cBOXO BUPTYaIbHYIO YE€CTh CMOJIOY;
6. Urnopupyit enuHuuHbIN HeraTuB. OIHOPa30Bble OCKOPOUTENbHBIE COOOIIEHHS JIy4dllle UTHOPUPOBATb.
OOBIYHO arpeccus MpeKpaniaeTcs Ha HauaabHOU CTaIuu;
7. bau arpeccopa. B nmporpammax 0OMeHa MIHOBEHHBIMH COOOIICHHUSIMH, B COIIMATTLHBIX CETIX €CTh
BO3MOXKHOCTH OJIOKMPOBKH OTIPABKH COOOIICHHI C OTPEAETIEHHBIX a/IpECOB;
8. Ecnu ThI cBUAETENs KNOEPOYUIMHra. TBOM AEWCTBUA: BHICTYIIUTh IPOTUB MpPECiIeloBaTeNs, IOKa3aTh
€My, UTO €ro JCHCTBUS OLIEHUBAIOTCS HETATUBHO, MOAIEPKATh )KEPTBY, KOTOPOU HYKHA
MICUXOJIOTHYECKAsi TOMOIIb, COOOIIUTH B3POCIBIM O (DaKTe arpeCCUBHOTO MOBEJCHHS B CETH.
MooOnabHblii Tes1edon
CoBpemenHble cMapT(HOHBI U TUTAHIIETHI COJIEPKAT B ceOe BIOJTHE B3POCIBIN (PYHKIMOHAT, U
TENepb OHU MOTYT KOHKYPHPOBATh CO CTAIMOHAPHBIMU KOMITbIOTEpaMu. OIHAKO, CPEACTB 3aLUThI 715
[I0JI00HBIX YCTPOICTB MOKa O4eHb Maso. TecTupoBaHKEe U MOUCK YS3BUMOCTEHN B HUX IPOUCXOAUT HE TaK
MHTEHCUBHO, Kak 11 1K, To jxe camoe kacaeTcs U MOOMIIbHBIX MPHIIOKEHUH.
CoBpemeHHbIE MOOMIIbHBIE Opay3ephl yKe MPaKTUYECKH JTOTHAIN HACTOJIbHBIE aHAJIOTH, OJHAKO
pacmupene QpyHKIMOHaNa BIe4eT 3a co000il OOJIBIIYIO CIOKHOCTh U MEHBIIYIO 3alIUIIIEHHOCTb.
Jlanexo He Bce MPOU3BOIUTENN BBITYCKAIOT OOHOBIICHHSI, 3aKPBIBAIOIINE KPUTHUECKUE YSI3BUMOCTH IS
CBOUX YCTPOMCTB.
OcCHOBHBIE COBETHI JjIs1 0€30MacCHOCTH MOOMIIBHOTO Telle(poHa:
Huyero He sBnsieTcst mo-HacTosAleMy OecriaTHeIM. Byab ocToposkeH, Beb Kora Tebe mpeaiaraior
OecrIaTHBIN KOHTEHT, B HEM MOT'YT ObITh CKPBITHI KAKHE-TO IJIATHBIE YCITYTH;



Hymaii, npexe ueM otnpaButbh SMS, ¢oto niam Buaeo. Thl TOUHO 3HACIIB, 1€ OHU OYAYyT B KOHEUHOM
nurore?

Heo6x0a1M0 0OHOBIIATH ONEPAITMOHHYIO CUCTEMY TBOETO CMapT(OHA;

Wcnonb3yit aHTUBUPYCHBIE TPOrPAMMBI JIJIsl MOOMIIBHBIX TeJe(OHOB;

He 3arpy:xaii Ipui10)keHNs OT HEU3BECTHOI'O UCTOYHHKA, BEb OHU MOT'YT COJIEP/KATh BPEIOHOCHOE
MPOrpaMMHOE 0OeCTIeueHUE;

[Tocne Toro kak ThI BBIMIEIIb C caiiTa, I'/le BBOJIWII JIMYHYIO HH(POPMALIKIO, 3aiii1 B HACTPOIiKU Opay3epa
u yaanu cookies;

[leproanuecku npoBepsii, KAKKUE IJIATHBIE YCIYT'H aKTUBUPOBAaHbI HA TBOEM HOMEDE;

JaBaii cBoii HOMep MOOMIIBHOTO Tese(OHa TOIBKO JIFOSM, KOTOPBIX ThI 3HACIIb U KOMY JJOBEpsCIIb;
Bluetooth nomken ObITh BHIKIIIOUEH, KOT/Ia Thl UM He MoJb3yelibes. He 3a0biBail HHOT1a TPOBEPSITH 3TO.a
Online urpsi

CoBpeMeHHbIe OHJIAIH-UTPBI - 3TO KPaCOUHbIE, 3aXBATHIBAIOIINE Pa3BICUCHHS, O0bETUHSIIOIINE
COTHH ThICAY YEJIOBEK MO BceMy Mupy. Urpoku uccieayror JaHHbI UM MHp, OOIIAIOTCS IPYT C JPYIoM,
BBINIOJHSAIOT 3aJJaHUs, CPAKAIOTCSI ¢ MOHCTPAMU U NOJIY4arOT ONBIT. 33 yI0BOJIBCTBUE OHHU ILIATAT:
MOKYMAaIOT TUCK, OTJIAYUBAIOT A00OHEMEHT WM MIPUOOPETAIOT KAKUE-TO OIIUH.

Bce 31u cpeactBa uayT Ha noAaepKaHUE U pa3BUTHE UTPHI, a TAKXKe HA caMy 0€30MacHOCTb:
COBEPUICHCTBYIOTCS CUCTEMbI aBTOPU3ALINH, BBIITYCKAIOTCS HOBBIE MAaT4YU (LIU(PPOBbIE 3aIUIaTKU JUIs
IIPOrpamMm), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1o106HbIX Urpax CTOUT OIacaThCsl HE CTOJILKO CBOMX CONEPHUKOB, CKOJIBKO KPasku TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3ALMH OOJIBIIMHCTBA UTD.

OcHOBHBIE COBETHI M0 OE30MMACHOCTH TBOEI'0 UTPOBOIO AaKKAYHTA!

1. Ecnu npyroii urpok BeneT cedst II0Xo WM co3AaeT Te0e HEMPUATHOCTH, 3a0JI0KUpPYH ero B CIIMCKE
UTPOKOB;
2. Iloxkamyiicst agMUHUCTPATOpPaM UIPbl Ha IIOXOE MOBEJEHUE 3TOT0 UIPOKA, XKEJIATEIBHO IPUIOKUTH
KaKHe-TO JI0Ka3aTeIbCTBa B BU/IE CKPUHOB;
3. He yka3sbiBaii 1MuHyt0 HHPOPMALIKIO B Ipodaiise Urpsl;
4. YBaxkall Ipyrux y4acTHUKOB IO UTPE;
5. He ycranaBnuBaii HeopUIIMAIbHbIE TATYH U MOJIBI;
6. Mcnionb3yii clloKHbBIE U pa3HbIe MapoJiu;
7. Jlasxxe BO BpeMs UIPbI HE CTOUT OTKJIFOYATh aHTUBUPYC. [IoKa Tl rpaenib, TBOMH KOMIIBIOTEP MOTYT
3apa3uTh.
@OUIIMHT WM KPaKa JUYHBIX JAHHBIX

OObIYHOM Kpakell JeHeT U JOKYMEHTOB CErOJHS YK€ HUKOTO HE yIUBHUIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUN 3TOYMBIIUICHHUKH MTEPEMECTHIIUCH B MHTEPHET, U MPOJOHKAIOT 3aHUMAThCS
"TFOOMMBIM" JTEITTIOM.

Tak nmosiBUIIach HOBas yrpo3a: HHTEPHET-MOLICHHHYECTBA WK (DUIITUHT, TTIaBHAs 11eJIb KOTOPOTO
COCTOMT B MOJIy4YeHUH KOH(UIEHIIMATBHBIX JaHHBIX M0JIb30BaTENEH - JIOTMHOB U napoiei. Ha
aHrnuiickoMm si3eike phishing untaercs kak ¢pumuHr (ot fishing - peiOHas moBns, password - Mapob).

OcHOBHBIE COBETHI IO OOPHOE ¢ HUIIUHTOM:
1. Cnenu 3a cBouM akkayHTOM. Eciiu Tl o/103peBaeiiib, 4YTO TBOSI aHKETa Obljla B3JIOMaHa, TO
HE00X0AMMO 3a0JIOKMPOBATH €€ U COOOIIUTH aAIMUHUCTPATOPaM pecypca 00 ’TOM KaK MOYKHO CKOPEE;
2. Ucnonb3yii 6e30macHble BeO-CaiiThl, B TOM YHCIIE, MHTEPHET-Mara3uHOB U MMOMCKOBBIX CUCTEM;
3. Ucnionb3yii CIIOKHBIE B pa3HbIe Mapoiu. TakuM 00pa3oM, eciii Te0s B3JIIOMAIOT, TO 3JI0yMBIIUICHHUKA
MOJTy4aT AOCTYI TOJLKO K OTHOMY TBOEMY MPO(UIIIO B CETH, & HE KO BCEM;
4. Ecnu Te0s B3710MaH, TO HEOOXOIUMO TPEAYIIPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPhIC T0OABICHBI y
TeOsI B IPY3bsiX, O TOM, YTO T€OsI B3JIOMaIH U, BO3MOKHO, OT TBOEIO UMEHH Oy/I€T pacCchUIaThCs CIaM U
CCBUIKH Ha (DUIITUHTOBBIC CAUTHI;
5. YcranoBu HanexHbIH maposib (PIN) Ha MoOMIBbHBIN TenedoH;
6. OTKJII0YM COXpaHEHUE NmapoJst B Opaysepe;
7. He oTkpbiBaii Qaiinbl u qpyrue BIOKEHUS B MUChMaX, Aa)Ke €CIIM OHU MPUILLIN OT TBOUX JIPY3€il.
Jlydie yTOYHH y HUX, OTIPABIISUIN JIU OHU TeOe 3TH (paiiibl.



udgposas penyrauus

[Mudposast penyTaius - 3T0 HeraTUBHAs UM TIO3UTUBHAsI UH(OpMaIMs B CeTH O Tebe.
Komnpomerupytommas nHpopmaius, pa3MelieHHast B HHTEpHETe, MOXKET Cephe3HBIM 00pa30M OTPa3UTHCS
Ha TBoe peanbHOM u3HU. "L{udposas permyrauus" - 370 TBOM UMHIIK, KOTOPbII popMUpyeTcs U3
uHpopmanuu o Tede B MHTEpHETE.

TBOE MeCTO KUTETLCTBA, y4eObl, TBOEC (PMHAHCOBOE MOJIOKEHNUE, OCOOEHHOCTH XapaKTepa U PaccKasbl O
OJU3KUX - BCE 3TO HAKAIJIUBACTCS B CETH.

MHorue nogpoCcTKH JIETKOMBICJIEHHO OTHOCSITCS K MyOJIMKAlMK JTMYHON MHPOpMAaIUK B
WHTepHeTe, He MOHMMasi BO3MOKHBIX MOCIEACTBUN. ThI 1ake HE CMOXKEIb A0ralaThCs O TOM, YTO
¢dotorpadus, pasmelieHHas 5 JeT Ha3a/l, cTajla IPUYMHON OTKa3a MPUHATH TeOs Ha padoTy.

KommeHTapuu, pazmenieHue TBoux Gororpaduil 1 qpyrue 1eHCTBUS MOTYT HE UCUE3HYTh JJaXe
OCJIe TOr0, KaK Thl UX yJaluIlb. Thl HE 3HA€Ilb, KTO COXpaHWII ATy HH(GOpPMAIIUIO, TIoTaja iU OHa B
MIOMCKOBBIE CUCTEMBI U COXPaHUJIACh JIM OHA, a [JIABHOE: YTO MOAYMAaIOT 0 Tebe OKpY KalolIHe JII0IH,
KOTOPBIC HAWIYT U YBUIAT 3T0. HaiiTh MH(pOpMaInio MHOTO JIET CITYCTSI CMOXKET JIF000H - Kak U3 T00phIX
noOy>KACHUH, TaK U ¢ HAMEPEHHEM IPUYMHUTH Bpel. ITO MOXKET OBITh KTO YTOJTHO.

OcCHOBHBIE COBETHI 110 3alIUTE LU(POBON peryTaliu:

1. ITogymaii, mpekae 4em 4To-To MmyOIMKoBaTh U NepeaaBarh y ceds B 6J10re Uil B COLMAIBHOM ceTH;

2. B Hactpolikax npo¢uisi yCTaHOBH OTpaHUYEHHUS HA IPOCMOTP TBOET0 MPOGUIIs U €ro COAEP>KUMOTO,

clenaii ero ToabKo " apysei”;

3. He pa3memmaii u He yKa3biBail HHGOPMAIIHIO, KOTOPas MOXKET KOTO-JIHO0 OCKOPOIATH WIH OOMXKATh.
ABTOpCKOE IPaBo

CoBpeMeHHbIE CTYACHTbHI - aKTUBHBIE [10JIb30BATEIN LIUPPOBOro npocrpaHcTBa. OJHAKO ajIeKO
HE BCE 3HAIOT, YTO M0JIb30BAHNE MHOTHMH BO3MOXKHOCTAMU IIM(PPOBOro Mupa Tpedyer coOI0JeHUS IPaB
Ha UHTEJUIEKTYaJbHYI0 COOCTBEHHOCTb.

TepmuH "HHTENIEKTYanbHasi COOCTBEHHOCTh" OTHOCUTCS K PAa3JIMUYHBIM TBOPEHHUSM YEJIOBEYECKOIO YMa,
Ha4YMHAasI C HOBBIX M300pPETEHUH U 3HAKOB, 0003HAYAOIIUX COOCTBEHHOCTh HA MPOAYKTHI U YCIYTH, U
3aKaH4YMBask KHUramu, pororpadusiMu, KHUHOUIbMaMH U My3bIKaIbHBIMU IPOU3BEACHUSMHU.

ABTOpCKHE MpaBa - 3TO NpaBa Ha UHTEUIEKTyaJIbHYI0 COOCTBEHHOCTh Ha IPOU3BE/ICHUS HAYKH,
JUTEpaTyphl U UCKyCCTBA. ABTOPCKHE IIpaBa BHICTYNAIOT B KAYECTBE FapaHTUHU TOTO, YTO
MHTEJJIEKTYalIbHbIN/TBOPUECKHI TPyl aBTOpa HE Oy1eT HalmpacHbIM, JacT eMy CIIpaBeJINBbIe
BO3MOXHOCTH 3apaboTaTh Ha pe3yjbTaTax CBOETO TPY/ia, MOJIyUYUTh U3BECTHOCTh U Npu3HaHue. Hukro
0e3 pa3pelieHns aBTOpa He MOKET BOCIIPOU3BOIUTh €T0 MPOU3BECHHUE, PACTIPOCTPAHSATh, TyOJINYHO
JI€MOHCTPHPOBATh, IPOJIaBaTh, UMIIOPTUPOBATH, IyCKATh B MPOKAT, ITyOJINYHO UCIIOIHATD,
MOKa3bIBATh/UCTIONHATE B 3(upe mwim pasmemiats B IHTEpHETE.

Hcnonb3oBanue "mUpaTcKoro” NporpaMMHOI0O 00ecredeHns: MOXKeT IPUBECTH K MHOTUM PUCKaM: OT
MIOTEPH JIAHHBIX K TBOUM aKKayHTaM J10 OJIOKMPOBKHU TBOETO YCTPOICTBA, II€ YCTAHOBJIEHA HEJleTraabHas
nporpamma. He cTouT Takke 3a0bIBaTh, 4TO CYIIECTBYIOT JIerajbHbIE U OECIUIaTHBIE IPOTPAMMBI,
KOTOpbIE MO>KHO HalTH B CETH.

IHAMATKA JJISAI PABOTBI B UHTEPHETE

B nHTEpHETE HE CTOUT MEPEXOAUTH 10 CChUIKAM M HA)KMMAaTh KHOIIKH BO BCIUIBIBAIOIIHAX
COOOLIEHHUAX, KOTOPbIE KaKyTCsl OJ03PUTEIbHBIMHU.

He 3arpy»xaiite npuinoxeHusi, KOTOpbIe KaXyTCsl BaM CTPAaHHBIMH WJIM HAXOASATCS HA HEU3BECTHOM
caifre. He yBepeHsl, uTo nucbMo Hacrosiuee? 3anaiite ceOe cienyrolue BOIPOChl: He MOA03pUTEIbHBIN
JM Y OTHPABHTENS aApec EKTPOHHOU mouthl? Mcnons3yercs i 0e3nuaHoe npuBerctBue? MHOTO JiH
opdorpaduyeckux omubok? [IpiTaeTcs a1 aBTOp MUCbMa cO37aTh OLIYLIEHUE CPOUHOCTHU?

Jns  3am|Thl  TMYHOM WHGOpManUy TMPHUIyMalTe HAJEKHBIA MApoJib | HUKOMY €ro He
cooOwtaiire. /Iy Kax10ro pecypca CTOUT UCIOIb30BATh YHUKAIbHbIE JJOTMHBI U TAPOJIH.

UroObl  0e30macHO  XpaHUThb  pa3Hble  Mapoiad  JUIsl  pa3HbIX  Y4YETHBIX  3allucel,
UCMONIb3YHTE MEHEeKep ~ maposiel u ybeaurech,  4To  JUIsl  K&XKJIOW  yYeTHOM  3amucH
HCIIOJIb3YETCS CIIOKHBIN MapoJib, COCTOSIIIUNA MUHUMYM U3 10 CHMBOJIOB — 3aIyIaBHBIX U CTPOYHBIX
OyKB, 4HCEJI U CTIEUAIbHBIX 3HAKOB.


https://www.microsoft.com/ru-ru/search?q=password+manager
https://support.microsoft.com/ru-ru/help/4091450/windows-protect-passwords

Huxorna He npenocTaBisiiTe CEKPETHbIE CBEIECHHs, HAllpUMEp, HOMEpP CuYeTa WM Iapojb B
OTBETC Ha COO6H_IGHI/IC 3HCKTpOHHOI>'I IIOYTHI UJIM B COITUAJIBHBIX CETAX.

Hukorna He oTBeyaiiTe Ha MPOCKOBI MPUCTATh JEHBIU OT «YJICHOB CEMbU», HA TIPEIJIOKECHHS O
C/IeNIKe, KOTOpBIE CIUIIKOM XOPOIIH, YTOOBI OBITH MpaBIOW, HA COOOIIEHHUS O PO3BITPHILIAX JIOTEPEH, B
KOTODPBIX BbI HE Y4aCTBOBAJIU, UJIH JPYTHE MOIIEHHUYECKHE COOOIIEHUS.

[Ipexxne yeM BBOOUTH CEKpETHbIE CBeJleHUS B BeO-popme uium Ha BeO-CTpaHulEe, oOpaTuTe
BHUMaHHE Ha HaJIMYWE TAaKUX MPU3HAKOB, KaK aJpec BeO-CTpaHMUIIbI, HAUMHAIOIIMICS ¢ mpedukca https
¥ 3Ha4YKa B BHJE 3aKPBITOTO 3aMKa PSJIOM C aapecHOM CTPOKOM, KOTOpBI oOo3HayaeT Oe30IacHoe
COEIMHEHHE

[Ipexae uem myOianKkoBaTh yTO-TO B IHTEpHETE, ClipocUTe ce0si: XOTUTE JIU Bbl, YTOOBI BaIlIH
paboTonaTenu, KIMEHTHI U POJICTBEHHUKH 3HANU 3T0? Jlaxe Takue JaHHBIC, KaK CTAaTyC BalluX
OTHOILICHU WJIM JJOMALTHUH aJipec, KOTOPbIE MOTYT MOKa3aThcst 0€300UIHBIMU, MOTYT OBIThH
HCIIOJIb30BaHbI BO BPEJ, €CJIM UX YBUIAT HE TE JIIOJU.

s 6e30macHOCTH OOIICHUS B COINMAIBHBIX CETAX OCTABJSANWTE KaK MOXKHO MCHBIIE JaHHBIX O
ce0e 1 n30UpaTeNbHO MOJXOANUTE K MPEITI0KEHUIM O APYKOeE.

He Bce, xoro Bbl BcTpeuaete B VIHTepHeTe, SBISIIOTCS TEMH, 3a KOro ceOs BBIJAIOT.
KubeprnpecTymHUKN 4acTO CO3JAal0T MOZJENbHbIE NMPO(UIM B COLMANBHBIX CETSIX, 4TOOBI BCTyHaTh B
NEPCNUCKY C JOBCPUYUBBIMHU ITOJIB30BATCIIAMA U O6I/IpaTB HX 3JICKTPOHHBIC KOMICIIbKHY — WJIA ACJIaTh CIIC
YTO MOXYXKE.

[Tepen mpocMOTPOM BXOASIIMX TUCEM Ha 3JIEKTPOHHOM SIILIUKE, TPOBEPHTE aJIpec
otnpasuresnsd. [logo3purenbHble MUCbMa CMENO OTHPABISIITE B CllaM, OCOOCHHO €CJIM B TAKUX MHUCbMax
CoJIeprKaTcsl NPUKpEIICHHbIE (ailiibl.

He oTkpbIBaiiTe 10A03pUTENBHBIE IMCbMA CTPAHHOTO IIPOUCXOKIEHUS, HE N10/1aBaliTECh HA
COACPpIKAIMMECA B HUX COMHUTCIIBHBIC IMTPCAJIOKCHUS JIETKOTO 3apa60TI<a, HE BBICBHIIANTE HUKOMY MapoJju
OT BalllUX aKKayHTOB, HE OTKPBIBANTE MPUKPEIUIEHHBIE K MIChbMaM IMOA03pUTENbHbIC (Pailiibl U HE
NEPEXOAUTE 110 COACPKAIUMCA B HUX IMTOAO3PUTCIIbHBIM CChLIIKAM.

Jns ckaunBaHMs KAPTUHKU WM MEJIOJUU BaM IMpeuiararT otinpaButh cMc? He cremure!
CHayasia mpoBepbTE 3TOT HOMEP B MHTEpHETE — Oe30I1aceH JIi OH U He OOMaHyT JIM Bac.

Ecnu BBI BCe elle He YBEpEHBI, CBSKUTECH ¢ (PUTYpUPYIOLIEeH B COOOIIIEHNN KOMITAaHUEH o
oQUIMaTBHBIM KaHaJlaM, TAKMM KaK Be0-CaliT WM CTPAaHULIA B COLIMAIBHBIX CeTAX. Beeraa nydine
IIPOBEPUTH U MEPENIPOBEPUTH, YEM PUCKOBATH CBOEH 0€30MacCHOCTBHIO.

Pa3paboran
Crienianuct o oxpase TpyJa T.A. Mapkosa

COT'JTACOBAHO

O6muM cobpanreM pabOTHHUKOB U
npeacTaBUTENeH 00yJarONINXCs
'AIIOY CO «KameHck-Ypanbckuit
PaTMOTEXHUYECKHH TEXHUKYM»
(ITpotokon ot 29.01.2026 Ne 1)
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